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VERTIGO

CONTACTING VERTIGO CONSULTING

For any technical concern, suggestion or question, please contact our customer support:
e Phone: +39 039 6056691

e  Email: support@vertigoconsulting.it

ABOUT VERTIGO CLOUD BACKUP & REPLICATION

Vertigo Cloud Backup & Replication is a backup solution developed for VMware vSphere virtual environments. Vertigo Cloud
Backup provides a set of features for performing backup, restore and replication tasks.

This document contains a high-level overview of Vertigo Cloud Backup & Replication, its architecture, features, necessary to
understand Vertigo Cloud Backup operations and processes.

PLANNING FOR DEPLOYMENT

Before you install Vertigo Cloud Backup, you must assure that the virtual environment and machines - that you plan to use as
backup infrastructure components - meet product hardware recommendations and system requirements.

PLATFORM SUPPORT

Vertigo Cloud Backup works for the following version of the VMware vSphere platform:

Virtual Infrastructure

Specification Requirements
Platform VMware vSphere 6.x
ESXi 6.x
Hypervisor
Free ESXi is not supported

Virtual Machines

Specification Requirements

All types and version of virtual hardware are supported
Virtual machine with disks engaged in SCSI bus
sharing are not supported for host-based backup,
because VMware does not support snapshotting such

Virtual Hardware

VMs.
oS ALL operating systems supported by VMware.
Software VMware Tools recommended
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File-Level Restore
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Specification

Requirements

Microsoft Windows

FAT, FAT32
NTFS

Linux

Ext3, ext3, ext4
ReiserFS

JFS

XFS

Btrfs

Please consider that:

You cannot restore pipes and other file system object. File-level restore supports recovery of files and folders only.
For Microsoft Windows you can restore files from basic and dynamic disk including simple, mirrored and striped volumes.
For Linux you can restore files from basic disk, Linux LVM and ZFS pools.

SYSTEM REQUIREMENTS BACKUP SERVER

Consideration:

The machine can be virtual or physical
The machine on which you plan to install Vertigo Cloud Backup does not necessarily need to be a domain member.
The software is all-in-one installation.

Sepcification

Requirement

Hardware

CPU: x86-64 processor (2 Core recommended)
RAM: 4GB plus 500MB for each concurrent job
Space Required: 216MB for setup file

Network: 1Gbps minimum

(ON)

Only 64-Bit version

Microsoft Windows Server 2019
Microsoft Windows Server 2016
Microsoft Windows Server 2012 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2008 R2 SP1

Software

Microsoft .NET Framework 4.6 or higher
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USED PORTS

Vertigo Cloud Backup & Replication needs to communicate to the vCenter Server or ESXi Server

vCenter Server HTTPS/TCP 443
HTTPS/TCP 443
vCenter Server
TCP 902
Backup Server
TCP 873
Cloud Endpoints
TCP 11176
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VERTIGO

LICENSING

© 2020 Vertigo Consulting
All right reserved. All trademarks are property of their respective owners.

IMPORTANT: This Vertigo Consulting Srl End User License Agreement ("EULA") is a legal agreement between you and
Vertigo Consulting Srl for the software product identified above, which includes computer software and may include
associated media, printed materials, and "online" or electronic documentation (collectively, the "SOFTWARE").
PLEASE READ THIS EULA CAREFULLY BEFORE COMPLETING THE INSTALLATION PROCESS AND USING THE
SOFTWARE. By installing, copying, or otherwise using the SOFTWARE, you agree to be bound by the terms of this
EULA. If you do not agree to the terms of this EULA, then do not install or use the SOFTWARE.

SOFTWARE LICENSE

1. DEFINITIONS

(a) "VERTIGO CONSULTING SRL" equals Vertigo Consulting Srl.

(b) "VERTIGO CONSULTING SRL FREEWARE" means any software developed by VERTIGO CONSULTING SRL identified as
free.

2. LICENSE GRANTS

This EULA grants you the following limited, non-exclusive rights subject to the terms and conditions set forth in this EULA:

a)  Your license rights under this EULA are NON-EXCLUSIVE and NON-TRANSFERABLE.

b)  You may install and use the SOFTWARE on multiple computers located at your premises for the sole purpose of using it
for its intended purpose.

3. LICENSE RESTRICTIONS

a) Other than as set forth in Section 2, you may not make or distribute copies of the SOFTWARE, or electronically transfer
the SOFTWARE from one computer to another or over a network.

b) You may not alter, merge, modify, adapt or translate the SOFTWARE, or decompile, reverse engineer, disassemble, or
otherwise reduce the SOFTWARE to a human-perceivable form.

c) You may not rent, lease, lend, sell, resell, or otherwise transfer whether for value or otherwise, the SOFTWARE to third
parties without VERTIGO CONSULTING SRL™ written approval and subject to written agreement by the recipient of the terms
of this EULA.

d) VERTIGO CONSULTING SRL may terminate this EULA at any time, without notice. In such event, you must destroy all
copies of the SOFTWARE.

4. COPYRIGHT AND INTELLECTUAL PROPERTY RIGHTS

The SOFTWARE is protected by copyright laws and international copyright treaties, as well as other intellectual property laws
and treaties. The SOFTWARE is licensed, not sold. Furthermore, this EULA does not grant you any rights in connection with
any trademarks or service marks of VERTIGO CONSULTING SRL. VERTIGO CONSULTING SRL reserves all intellectual
property rights, including copyrights, and trademark rights.

5. NO WARRANTIES

You accept the software "as is," and vertigo consulting srl (and its third party suppliers and licensors) make no warranty as to its
use, performance, or otherwise. To the maximum extent permitted by applicable law, vertigo consulting srl (and its third party
suppliers and licensors) disclaim all other representations, warranties, and conditions, express, implied, statutory, or otherwise,
including, but not limited to, implied warranties or conditions of merchantability, satisfactory quality, fithess for a particular
purpose, title, and non-infringement. The entire risk arising out of use or performance of the software product remains with you.

6. LIMITATION OF LIABILITY

This limitation of liability is to the maximum extent permitted by applicable law. In no event shall vertigo consulting srl (or its third
party suppliers and licensors) be liable for any costs of substitute products or services, or for any special, incidental, indirect, or
consequential damages whatsoever (including, without limitation, damages for loss of business profits, business interruption, or
loss of business information) arising out of this Eula or the use of or inability to use the software product or the failure to provide
support services, even if vertigo consulting stl has been advised of the possibility of such damages. In any case, vertigo
consulting srl' (and its third-party suppliers' and licensors') entire liability arising out of this Eula shall be limited to the amount
paid by you for the software that caused such damage.
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7. DOCUMENTATION AND EXAMPLES

Vertigo consulting srl bears no liability for any technical inaccuracies or typographical errors or for damages resulting from use
of the information in any provided documentation and/or examples.

8. SOFTWARE UPDATES
This license does not grant you any right to any updates to the SOFTWARE, or any support services.

9. ASSIGNMENT
The Licensee shall not assign or otherwise transfer all or part of the Software or this Licence without the prior written consent of
the Licensor.

10. LAW
The parties hereby agree that the Licence concluded between them and constituted on these terms and conditions shall be
construed in accordance with English Law.

Copyright © 2018 Vertigo Consulting Srl. All rights reserved.
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VERTIGO

SETUP VERTIGO CLOUD BACKUP

Download the latest version of the Vertigo Cloud Backup & Replication from the Vertigo Consulting website under area
download.

Before you install the software, ensure your account have sufficient permission for installation and the machine where you plan
to install Vertigo Cloud Backup meet the system requirements.

INSTALLING SOFTWARE

Proceed to run the VCBSetup.exe file and click install:

(57 Vertigo Cloud Backup 1.0.0.38 Setup - x

Welcome to Vertigo Cloud Backup
1.0.0.38 Setup

Setup will quide you through the installation of Vertigo Cloud
Backup 1.0.0.35.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.
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Read and scroll down to accept the License Agreement:

(57 Vertigo Cloud Backup 1.0.0.38 Setup - ot
License Agreement —
Please review the license terms before installing Vertigo Cloud Backup 1.0.0.33. 9

Press Page Down to see the rest of the agreement.

IMPORTANT: This Vertigo Consulting Srl End User License Agreement
("EULA™) is a legal agreement between you and Verigo Consulting Sl for
the software product identified above, which includes computer software
and may include associated media, printed materials, and "online” or
electronic documentation (collectively, the "SOFTWARE™). PLEASE READ
THIS EULA CAREFULLY BEFORE COMPLETING THE IMSTALLATION PROCESS
AND USING THE SOFTWARE. By installing, copying, or otherwise using the
SOFTWARE, vou agree to be bound by the terms of this EULA. f you do not

mmree bo Hhe bormne A Heie CHITA Homn Aa mad fncdall e srs Hom ROCTWAMIA DT

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Vertigo Cloud Backup 1.0.0.35.

Mullsoft Install Syskerm w3.04
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Leave the components selected and proceed:

pod

(57 Vertigo Cloud Backup 1.0.0.38 Setup -

Choose Components @

Choose which features of Vertigo Cloud Backup 1.0.0.38 you want to install.

Check the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Description

Position your mouse
over a component fo
see ks descripkion,

i .
Select components to install: Vertigo Cloud Backup (Co

Space required: 216.8 MB

Mullsoft Install Syskerm w3.04

<Back |[ Next> | | Cancel
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Select installation folder:

(1 Vertigo Cloud Backup 1.0.0.38 Setup — >
Choose Install Location —
Choose the folder in which to install Vertigo Cloud Backup 1.0.0.38. 9

Setup will install Vertigo Cloud Badkup 1.0.0.38 in the following folder. To install in a different
folder, didk Browse and select another folder. Click Install to start the installation.

Destination Folder

Wertigo Cloud Badkup | Browse. ..

Space required: 216.5 MB
Space available: 253.8 GB

rogram Files

Mullsoft Install System w3.04
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If the installation completed successfully, you can go ahead:

1 Vertigo Cloud Backup 1.0.0.38 Setup —

Installation Complete P
Setup was completed successfully. { 9 }
Completed

Extract: vmware-vdiskmanager.exe Y

Extract: zlib1.dll

Output folder: C:'\Program Files\Wertigo Cloud Backup

Create folder: C:\Program Files\Vertigo Cloud Backup\Wertigo Cloud Backup

Create folder: C:'\Program Files\Wertigo Cloud Backup'Wertigo Cloud Backup'Log

Create folder: C:\Program Files\Vertigo Cloud Backup'Wertigo Cloud Backup{Temp

Error creating shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programsty...
Create shortout: C:\Users\Public\DesktopWertigo Cloud Badkup Manager.Ink

Created uninstaller; C:\Program Files\Vertigo Cloud BackupUninstall. exe

Completed -

nicel

(]
o]

Proceed to complete the installation. The software is ready to use. Leave flag on Start Vertigo Cloud Manager to open the
console.

(1 Vertigo Cloud Backup 1.0.0.38 Setup —

Completing Vertigo Cloud Backup
1.0.0.38 Setup

Vertigo Cloud Backup 1.0.0.38 has been installed on your
computer,

Click Finish to dose Setup.

Start Vertigo Cloud Backup Manager

< Back Cancel
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UPGRADE SOFTWARE

Vertigo Consulting customer care keep update you for updating and news about the software

UNINSTALLING SOFTWARE

To uninstall Vertigo Cloud Backup, from the start menu select Control Panel and Program and Features. In the program list,
right-click Vertigo Cloud Backup and select uninstall:

{5 Vertigo Cloud Backup 1.0.0.38 Uninstall — >
Uninstall Vertigo Cloud Backup 1.0.0.38
Remove Vertigo Cloud Backup 1.0.0.33 from your computer. @

Vertign Cloud Backup 1.0.0.38 will be uninstalled from the following folder. Clid Uninstall to
start the uninstallation.

Uninstalling from: | C:\Program Files\Wertigo Cloud Backup',

Mullsoft Install System w3.04

< Back Uninstall Cancel
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USING VERTIGO CLOUD BACKUP MANAGER

Vertigo Cloud Backup - 1.0.0.38

g Restore

# New []Delete / Edit ) stop

File Tools Help

ﬁﬁ System Setiings l

(=}
-l Backup Jobs

Phone: +39 039 6056691 info@vertigoconsulting.it
Fax: +39 039 650053 P.IVA 03230240131
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INITIAL SETTINGS

Before creating backup job, go to system settings menu to set the appropriate permission to use the console.

SYSTEM SETTINGS

From System Settings menu you can enable user authentication and enable the automatic system updates.

Vertigo Cloud Backup - 1.0.0.38 - o X

File Tools Help

g* Backup Jobs ‘.Elo Restore #O System Settings

Authenticatio
2, n

System
Updates

Ready.

AUTHENTICATION

If you want to login using authentication, settings must be enabled and user added to the groups of manager or operators.
The role of the group are:

e Manager user have the full control for all function.

e  Operators can only view the status of the scheduled backup jobs.

. . . VERTIGO CONSULTING SRL Phone: +39 039 6056691 info@vertigoconsulting.it
vertigoconsulting.it Viale Bartolomeo Colleoni 23 Fax: +39 039 650053 P.IVA 03230240131
20864 - Agrate Brianza (MB)



V=R 1TIGO

Vertigo Cloud Backup - 1.0.0.38 - m X

File Teols Help

=) 3 ;
= Backup Jobs o System Settings

&‘ Authenticatio
n

&
ao Restore

n.\ Authentication

[ Enable user authentication

Manager

Add Remove

DisplayName Account name

Operator

Add Remove

DisplayMame Account name

Note that to enable domain authentication, the machine must be a member of domain. Otherwise, you can enable local
authentication.

Select the account that you want to give the login permission to the console.
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Add User
5T BT D ESKTOP- JKORNPL -
Display Mame Account Mame
|:| Administrator Administrator
|:| Defaulticcount DefaultAccount
|:| Guest Guest
D WDAGUtlityAccount WDAGUtlityAccount
D lucia lucia
Add Cancel
. . . VERTIGO CONSULTING SRL Phone: +39 039 6056691 info@vertigoconsulting.it
vertigoconsulting.it Viale Bartolomeo Colleoni 23 Fax: +39 039 650053 P.IVA 03230240131

20864 - Agrate Brianza (MB)



V=R 1TIGO

SYSTEM UPDATES

The backup software supports automatic updates. Enable automatic updates and select the timing. If there are running jobs, the
update will be delayed to the end of the job.

Vertigo Cloud Backup - 1.0.0.38

File  Tools Help

?{ Backup Jobs Elo Restore ﬂ.u, System Settings

System
Updates

System Updates

[] Enable automatic updates

¥l Monday bl Thursday [l Sunday
[ Tuesday e Friday
[¥] Wednesday 4 Saturday

Authenticatio
2 n

Ready.
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BACKUP

CONFIGURING SCHEDULED BACKUP JOBS

To schedule a backup job, open Vertigo Cloud Backup Manager, go to main menu Backup Jobs and click on “New”. New
Backup Wizard start. You must put data as below:
e JOB Title: the name you want to assign to your backup JOB (example: Daily Backup)
e VMware Settings: put the information to login to your vCenter Server or ESXi Server and click on Test Connections to
validate.

VMware VCenter

Please provide all information to connect to

VMware Settings

IP address/Name: |\.rcenter.vertigocnnsulting.it | ‘ Test Connection |

User name: |administrator@vsphere.local |

V Connection successful

Password: |"'*'“"‘""“'“"‘ |

¥l Apply filters
(ON =8 P lVertigo Consulting Srl - 2} Resource pool: | -
Advanced Settings
Max concurrent Virtual Machines: 3 -~ Retry Failed VM 1 ~

[] Disable Advanced Transport

< Back " Mext > || Cancel

e  Apply filter on Folder or Resource pool (optional). If you want to filter the view of the virtual machine inventoried, use
this option.
e Advanced Settings
o Max concurrent Virtual Machine (max 5). For best performance, Vertigo suggest to use the default value.
o Retry Failed VM: specify the number of tentative failed VM backup for retry.
Disable Advanced Transport: For more information see “Advanced Transport Mode” paragraph.
e Select virtual machine that you want to add to the backup job. Use the right arrow to move the virtual machine select to
the right column. Use double click on each virtual machine to change the preferences. For more information about, see
“Virtual Machine Preferences” paragraph.
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Virtual Machine Double click to edit items |
(Egarpo2 2 disk/s (200.00 G

(g Avor 1 disk (120.00 GB;

([Eocot 1 disk (70.00 GE)

(Eyocoz 1 disk (100.00 GB] =

(EDevdl 1 disk (100.00 GB;

(F3 Dimension 2 disk’s (43.00 GE

(EEvon 2 disk/s (1.70 TB) >>
(FEx01 2 disk/s (5.36 TB)
[l_\.acchange.vertigo.cloud 2 disk/s (1.15TE)

(E Gwo " 1 disk (30.00 GB) <<
[FLvnco 2 disk/s (300.00 G

(ELvncoz 1 disk (100.00 GB

(EyLvncos 1 disk (100.00 GB

(= Mail 1 disk (200.00 GB]

(Emais 1 disk (300.00 GB

(Emais 1 disk (200.00 GB]

(E owncLoUDDT 2 disk/s (182 TE)

r<_|| m | T

< Back " Mext = || Cancel
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e Proceed to the next form to add a Target. Click on Add button to start wizard.
o Select Target Type choosing from Local path, Network Location and HPE StoreOnce.

Target Type

Select target type

& Local path
O Metwork location
) HP StoreOnce
Amazon 53 (coming soon)

Azure [coming soon)

1) Local path browses the disks visible from the resource explorer of the server. Can be a virtual disk or external
magnetic tape for example.

2) Network location can be a NAS or another repository reachable from a network path.

3) HPE StoreOnce type is the same as the Network location type but it is optimized for improve performance.

Note that if you have virtual machine with disk over 2TB, use this type of target.

Specify target name. This name will be assigned to the folder created from the backup job where virtual machine will be saved.
e  Select the path where save the backup
e  Select the backup mode:
o Full: full export of file
o Synthetic: full export of file using differential method. The system takes the backup of the day before
and update only the file modified.
o Max backup to keep: the number of backup versions that you want to retain
e Schedule for Weekly or Monthly. Scheduling this, the job creates the backup set as settings.
e Return to main wizard after target creation end, go ahead and enable Cloud Backup Upload. For more
information about configuration and plan see “Cloud Backup” paragraph
e Enable Email Report to send email report for the backup job.
e Job Schedule. For more information about, see “Scheduling Jobs Mode” paragraph.

More than one Target can be configured. You will have more backup set named as the target name.
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EDITING BACKUP JOBS

Editing backup jobs from main tab “Backup Jobs” using tab “Edit” button after selected the job that you need to edit. Use the
wizard to change setting of the job.
DELETING BACKUP JOBS

Deleting backup jobs from main tab “Backup Jobs” using “Delete” button after selected the job that you need to delete.

RUNNING BACKUP MANUALLY

Running backup job manually from main tab “Backup Jobs” using “Run Now” button after selected the job that you need to start
immediately.

STOP RUNNING BACKUP JOBS

Stop running job from main tab “Backup Jobs” using “Stop” button after selected the job that you need to end.

Note that all task described in this page required an undefined time to goal that depend also from VMware process.
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CONNECT MORE VCENTER SERVER/ESXI SERVER

More than one Datacenter can be configured through console for export VM. Using the same method to connect on new vCenter
Server/ESXi Server: from Vertigo Cloud Backup Manager, on main menu “Backup Jobs” click on “New” tab and set the other
Datacenter.

SCHEDULING JOBS MODE

From this form, you can select the schedule mode use in the job:

Job Schedule

When do you want to start the Job?

Settings

(¥} On demand
(7} One time
) Daily
) Weekly
{Z Monthly

The mode available are:
e On demand: through this mode, job can be start from other software or Windows task. For more information,
see “Scheduling On demand Job” paragraph.
e One time: run one time. Next run can be done manually.

e Daily
e  Weekly
e  Monthly

Note that for each job the schedule set in the Target must be the same on the job schedule. Otherwise the job will not start.
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SCHEDULING ON DEMAND JOB

Schedule a backup job using on demand method, can be useful to integrate Vertigo Cloud Backup to other software that save
virtual machine on the tape.

If you need to start the VCB job backup before other external process using pre-post command, you must specify the id number
in the pre-post command configuration as below:

"C:\Program Files\Vertigo Cloud Backup\CloudBackup.Executor.exe" --id VCB-18089

Where id number is visible from the VCB console in the details as in the figure under summary tab

Vertigo Cloud Backup - 1.0.0.39 - o X
File Tools Help

g‘ Backup Jobs s-o Restore | “a System Settings |

7 New [i]] Delete ' Edit & RunNow 7 Stop

gi‘ VCB-18089 Backup Gior... 4/2/2020 11:30:00 PM On demand Warning Idle
?{ VCB-35472 Backup Stor... 3/27/2020 8:00:00 PM 4/3/2020 8:00:00 PM Successful Idle
g‘ VCB-86289 bck exchang... 3/25/2020 7:24:00 PM On demand Successful Idle

g‘ Summary E Monitor a Job Logs lﬂ'e)' Job History

Target Status

VCB-18089

Backup Giornaliero

(Idle)

Last run: 4/2/2020 11:30:00 PM =
Next run: On demand @ IN USE
Last result: Warning FREE
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VIRTUAL MACHINE PREFERENCES

For each virtual machine, you can select:
e Virtual disk must to be saved in the backup job

e  Snapshot memory

e Allow non-quiescence snapshot to force the continue of the job reverting to full backup if fail the quiescence

o Download all config files of virtual machine

e  Shutdown the virtual machine before run the snapshot. The VM will start immediately after the snapshot end.

e Never upload to cloud the Virtual Machine if the Replication feature is enabled. For more information, see “Cloud
Backup” paragraph.

e Leave snapshot until next backup. Do not delete the snapshot until the next backup start.

Selected Virtual disks to backup

UUID

[D504] APPOZ/APPDZ.vmdk 100.00 GB 6000C29d-e248-c53a-01d3-4aafdb...
[D509] APPOZ/APPOZ_1.vmdk 100.00 GB 6000C291-2956-393b-29e1-707bda...

[] Snapshot memory [] Download all config files (logs, memory, etc...)

Allow non-quiescence snapshot (will reverte to full backup if quiescence fails) [ ] Never upload to doud
[] Always shutdown VM before snapshot operations [] Leave snapshot until next backup

Apply
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ADVANCED TRANSPORT MODE

Virtual Disk Transport Methods

VMware supports file-based or image-level backups of virtual machines hosted on an ESX/ESXi host with SAN or iSCSI
storage. Virtual machines can read data directly from shared VMFS LUNs, so backups are very efficient and do not put
significant load on production ESX/ESXi hosts or the virtual network.

This VDDK release makes it possible to integrate storage-related applications, including backup, using an API rather than a
command-line interface. VMware has developed back-ends that enable efficient access to data stored on ESX/ESXi clusters.
Third party developers can access these data paths (called advanced transports) through the virtual disk library. Advanced
transports provide the most efficient transport method available, to help maximize application performance.

VMware supports four transport methods discussed below: file, LAN (NBD), SAN, and HotAdd.

File Access
The library reads virtual disk data from /vmfs/volumes on ESX/ESXi hosts, or from the local filesystem on hosted products. This
file transport method is built into the virtual disk library, so it is always available.

LAN (NBD) Transport

When no other transport mode is available, storage applications can uses LAN transport for data access, either NBD (network
block device) or NBDSSL (encrypted). NBD is a Linux-style kernel module that treats storage on a remote host as a block
device. NBDSSL uses SSL to encrypt all data passed over the TCP/IP connection. The NBD transport method is built into the
virtual disk library, and is always available.

LAN (NBD) Transport Mode for Virtual Disk

A Lan

ESX host backup senser

virtual machine

‘Vihware Tools

application

Virtual Disk

k J

AP

In this mode, the ESX/ESXi host reads data from storage and sends it across a network to the backup server. For LAN
transport, virtual disks cannot be larger than 1TB each. As its name implies, this transport mode is not LAN-free, unlike SAN
and HotAdd transport. LAN transport offers the following advantages:

The ESX/ESXi host can use any storage device, including local storage or NAS.
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The backup server could be a virtual machine, so you can use a resource pool and scheduling capabilities of VMware vSphere
to minimize the performance impact of backup. For example, you can put the backup server in a different resource pool than the
production ESX/ESXi hosts, with lower priority for backup.

If the ESX/ESXi host and backup server are on a private network, you can use unencrypted data transfer, which is faster and
consumes fewer resources than NBDSSL. If you need to protect sensitive information, you have the option of transferring virtual
machine data in an encrypted form.

NFC Session Limits

NBD employs the VMware network file copy (NFC) protocol. NFC Session Connection Limits shows limits on the number of
network connections for various host types. VixDiskLib_Open() uses one connection for every virtual disk that it accesses on an
ESX/ESXi host. VixDiskLib_Clone() also requires a connection. It is not possible to share a connection across disks. These are
host limits, not per process limits, and do not apply to SAN or HotAdd.

NFC Session Connection Limits

Host Platform | When Connecting | Limits You To About

vSphere 4 to an ESX host 9 connections directly, 27 connections through vCenter Server

vSphere 4 to an ESXi host |11 connections directly, 23 connections through vCenter Server

vSphere 5 to an ESXi host  |Limited by a transfer buffer for all NFC connections, enforced by the
host; the sum of all NFC connection buffers to an ESXi host cannot
exceed 32MB.

52 connections through vCenter Server, including the above per-host
limit.

SAN Transport

In this mode, the virtual disk library obtains information from an ESX/ESXi host about the layout of VMFS LUNSs, and using this
information, reads data directly from the SAN or iSCSI LUN where a virtual disk resides. This is the fastest transport method for
applications deployed on a SAN-connected ESX/ESXi host.

SAN mode requires applications to run on a physical machine (a backup server, for example) with access to FibreChannel or
iISCSI SAN containing the virtual disks to be accessed. This is an efficient data path, as shown in SAN Transport Mode for
Virtual Disk, because no data needs to be transferred through the production ESX/ESXi host. If the backup server is also a

media server, with optical media or tape drives, backups can be made entirely LAN-free.
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SAN Transport Mode for Virtual Disk

o I

ESX host backup servar

virtual machine

application

Wihiware Tools

Virtual Disk
Fibre Channel SAN/
storage LAN

APl

Fibre ChanneliSCS1 storage

virtual

HotAdd Transport

If the application runs in a virtual machine, it can create a linked-clone virtual machine from the backup snapshot and read the
linked clone’s virtual disks for backup. This involves a SCSI HotAdd on the host where the application is running — disks
associated with the linked clone are HotAdded on the virtual machine. VixTransport handles the temporary linked clone and hot
attachment of virtual disks. VixDiskLib opens and reads the HotAdded disks as a “whole disk” VMDK (virtual disk on the local
host). This strategy works only with virtual machines with SCSI disks and is not supported for backing up virtual machines with

IDE disks.

. . . VERTIGO CONSULTING SRL Phone: +39 039 6056691 info@vertigoconsulting.it
vertigoconsulting.it Viale Bartolomeo Colleoni 23 Fax: +39 039 650053 P.IVA 03230240131
20864 - Agrate Brianza (MB)



V=R 1TIGO

HotAdd Transport Mode for Virtual Disk

]

ESX host ESX host
) N ' ™
wirbual machine backup

Wiware Tools

virtual appliance

application

Virtual Disk

API

N
virtual machine

WMware Tools

J

wvirtual

shared storage local storage

SCSI HotAdd is a good way to get virtual disk data from guest virtual machines directly to the ESX/ESXi host on which they are
running.

Running the backup server on a virtual machine has two advantages: it is easy to move a virtual machine to a new media
server, and it can back up local storage without using the LAN, although this incurs overhead on the physical ESX/ESXi host
than when using SAN transport mode.
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RESTORE

Vertigo Cloud Backup - 1.0.0.38 - m X

File Tools Help

-
- Backup Jobs g Restore

” Restore Files... I__\ Restore VM... Open VMDK...  [&%| Restore Exchange Mailbox... [_|[:| Test VM...
ﬁ Refresh m | | X - Lerge Details

Last Modified
g TARGETS

% Mo backup found.

ﬁ.n. Systermn Settings l
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Restore VM

Use Restore VM button to start wizard. Move VM that need to be restored in the right column selecting the vm and click on the
arrow.

Source

t Virtual Machines

MILSRV... 3/14/2020 1:02:00 AM ZhBacku...

2 3/14/2020 12:5%:00 AM Zh\Backu...
NADT 3/14/2020 12:56:00 AM Z\Backu...
pso1 3/14/2020 12:56:00 AM ZM\Backu...
POO3 3/26/2019 12:49:00 PM Z\Backu...
RDS01 3/13/2020 12:50:00 AM ZM\Backu...
RDS02 3/13/2020 12:48:00 AM Z\Backu... >>
snvllweb  3/14/2020 12:50:00 AM Z\Backu...
Wrgo 3/14/2020 12:43:00 AM ZhBacku...

c01 11/26/2019 2:06:00 AM Z\Backu... <<
app 3/14/2020 12:43:00 AM ZM\Backu...

de 3/14/2020 12:43:00 AM Z\Backu...

3/14/2020 12:40:00 AM ZhBacku...
.spektra.it 3/14/2020 12:40:00 AM ZM\Backu...
4 3/14/2020 12:38:00 AM Zh\Backu...
.spektra.it 3/14/2020 12:37:00 AM ZA\Backu...
15AP 11/26/2019 2:44:00 AM ZhBacku...

1SAPEW  11/26/2019 3:46:00 AM ZM\Backu...
< | [ [

e R N S T - L L T e

W
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Go ahead with the wizard to the next form where you must to specify the information access for the vCenter Server or ESXi
Server where you will restored the VM.

Target Details

e

<Required>

< Back " Mext = || Cancel

Double click on virtual machine to edit the properties and complete the information required to the restore task.
Note that if the virtual machine already exist, you must change the name of the virtual machine restored.
e Complete the configuration with Host information, Folder name, Resource Pool assigned and Datastore.
e Choose if you need to restore one or more disk.
o With option “Allow Partial Restore” enabled, restore process continue even one or more disk fail

e Leaves option “Generalize Virtual Machine” as is if you need to removes unique information from your Windows
installation
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Virtual Machine Name: |cdudc01

Plegse choose a name that doesn't exists on targel wlenter. Otherwise restore will fail.

Host:  esx15.vertigoconsulting.it

Folder: Vertigo Consulting Srl

Resource Pool:  Gold

Datastore: |15

Optional Settings
Selected Virtual disks to restore

Dk e luuo
E [D505] cdudcl/edudcl.vmdk 40,00 GB 6000C290-c982-eabb-2195-ddcd493a0...
@ [D505] cdudc0/edudcdi_1.vmdk 300.00 GB BO00C29f-e6fE-feda-Tddc-87d9cde2d2. .,

[] Allow Partial Restore (leaves files if backup fails)

[+ Generalize Virtual Machine (resets all mac addresses)

oK ‘ | Cancel
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TARGETS
Select target restore to browse VMDK disk and restore file and folder granularly.
e To restore, select the one or more files and/or folders and click button “Restore Files” on the top of the menu. Select a
path to save the restored data.

Restored data will have the parent folder path.

Vertigo Cloud Backup - 1.0.0.39 - F X

File Tools Help

g‘_ Backup Jobs g Restore [ ﬁo System Seftings
” Restore Files... @Re;tore‘u"l\l‘l... Open VMDK... [i%H) Restore Exchange Mailbox... @Te;t‘u"l\a‘l...
g Refresh m |
%Tﬁﬂﬁm [ 1 SRecycleBin Directory 3/23/2020
g [ I Documents and Settings Directory 3/27/2017
=[RS - 1 drivers Directory 9/24/2017
E \ - Microsoft NTFS |00 Grupeto Directory 3/23/2020
11 inetpub Directory 3/28/2017
E 11 ms0oCache Directory 3/28/2017
E \ - Microsoft NTFS OF e Directory 3/23/2020
11 PerfLogs Directory 3/12/2020
""" r‘ G [ 1 Program Files Directory 3/24/2020 =
...... l_' Wl O Program Files (x36) Directory 3/25/2020
[ 1 ProgramData Directory 3/27/2020
""" l_|[:| -l [ © Programmi Directory 3/27/2017
...... r‘ BDC2008 O Recowvery Directory 3/27/2017
=N v [ & soL019 Directory 3/23/2020
<] m > [C] 1 System Volume Information Directory 47212020
0 temp Directory 3/22/2020
OB users Directory 2/14/2018 ||
%c'“d jLargets I use Directory 3/24/2020
1 Windows Directory 3/22/2020
i\;MDK Files 17 _—0_0LD_ Directory 3/23/2020 »
<| [T >
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CLOUD TARGETS

Use this restore method if you have enabled Cloud Upload.

Vertigo Cloud Backup - 1.0.0.38 AR
File Tools Help

g‘ Backup Jobs % Restore “O System Settings |

® retcreries. (O Restore s pen VMOK. ) Restore Exchange Madbor.. () Ter vt
Name Last Moddied
%M Targets 0 & DATI Directory 26/08/2019
O 0 inet.. Directory 08/09/2012
- _ O " Ped.. Directory 2607/2012
= (a Dlde 0 © Prog... Directory 10/12/2019
O # Prog. Directory 26/07/2012
@ foync/fleds || () & Serv.. Directory 10122015
g \ « Microsoft 0§ Tecn.. Directory 22/05/2004
O Users Directory 10122015
@ \ - Microsoft } 0 ¢ Win. Directory 10122019
0O md Fie 1012/2015 1024 bytes

Select server in the Cloud Targets and choose restore method from restore file/folder or virtual machine
e Browse vmdk to restore files and/or folders and click button “Restore Files” on the top of the menu. Select a
path to save the restored data.
¢ Restore VM in your on-premise Datacenter.

VMDK FILES

VMDK Files allow you to open .vmdk files from another location to be restored. Select VMDK Files option e click on Open
VMDK button on the top of the menu
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VIRTUAL MACHINE RECOVERY VERIFICATION

Vertigo Cloud Backup & Replication could run a Test VM for verify the integrity of operating system.

Vertigo Cloud Backup - 1.0.0.39 - 7 X

g Restore

” Restore Files... Restore VM... Open VMDK... [ Restore Exchange Mailbox... @Test VM...

File Tools Help

ﬁo Systern Settings

-
-l Backup Jobs

g Refresh E‘E | | X - Large Details
Lo Modife Cr—
g TARGETS

&- % BackupVM - Z:\Bacl

‘-\5 Daily - \1192.168.252

[ % Temp - Z\Temp

- >

%Cloud Targets
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CLOUD BACKUP

[J Enable Cloud Upload

Connection Details

IP address/Name:

User name: | |
Password: |

General Settings

Upload timeout: Seconds
Retry attempts:

< Back || Mext = || Cancel

To enable Plan for replication feature, contact Vertigo Consulting to the reference below:
e Phone: +39 039 6056691
e  Email: commerciale @vertigoconsulting.it
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REPORTING

SUMMARY BACKUP JOBS

Vertigo Cloud Backup - 1.0.0.39 - 7 X

File Tools Help

g‘_ Backup Jobs g Reslnre[*ﬁ System Settings

#-New [I]Delete / Edit (D) RunNow ¢ Stop

On demand

§ Summary [ Mnm’lmr% Job Logs [ % Job History }

VCB-99334

Backup MGMO02

( Running )
I

Last run: 4/3/2020 6:30:00 PM BackupVM

Next run: On demand

Target Status

Last result: Successful 30878

0 18.19

@ INUSE O FREE

Running: Jobs #1

MONITOR BACKUP JOBS

Vertigo Cloud Backup - 1.0.0.39 - 7 X
File Tools Help

= % ;
= Backup Jobs % Reswre» Q System Settings |

7-New [[Delete Edt O RunNow @ Stop

Next Run

g‘ VCB-99334 4/3/2020 6:30:00 PM On demand Successful

=‘ Summary @ Monitor B Job Logs i |ﬂ® Job History |
CRENG G
Sovng dek zwmxmmsmnomsosm( 9% >

e
Cument Speed Transfer: 226.90 MB/s

CREG—— 7R
Soving dek. Z\BsckapVM\1\CRONOS 10'CRONOS 10 ( 2% )

o=
Cumrent Speed Transfer: 165.43 MB/s

I
Saving disk . 2\BackupVM\1\EcoDC\EcoDC._1.vmdk ( 66%

S Ce—
Current Speed Transfer: 51.61 MB/s

Running: Jobs #1
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JOBS LOGS

Through this tab can be view real-time monitor logs

JOB HISTORY

Vertigo Cloud Backup - 1.0.0.39 - 5 X

File Took Help

g Backup Jobs % Restore “n. System Settings

#New []Delete AEdit & RunNow & Stop

g+ VCB-99334 Backup MGMO2  4/3/2020 &:30:00 PM On demand Successful

g‘ Summary @Mm’w a Job Logs @ Job History

¢ £ Refresh 3 Delete History
= E 4/2/2020 6:30:00 PM - Successful - Total Saved: 5.39 TB - Time Elapsed: 10 hours 47 minutes,39 seconds

G s (2751 GB)
@ @ srv0rels. IR cal (94.47 GB)
w -res (45.61 GB)
® EREV (49.34 GB)
® -AP (21021 GB)
@ OG (4521 GB)
[ WAL (721.80 GB)

.05 (26.22 G8) v

Running: Jobs 21
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IMPORT AND EXPORT CONFIGURATION

Backup jobs can be exported in a .db file through the console to be imported later.
Use Import Configuration and Export Configuration from File menu.

Vertigo Cloud Backup - 1.0.0.38 - X
File | Tools Help
Impert Cenfiguration .
i i estore ﬁ.n. System Settings
B Export Configuration
Exit 32 Run Now ) Stop
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